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2 Scope

This document is the user manual for the WMaWBAConfig.exe software.

3 Description
The WBA Configuration Tool has the following features:

Scans network for WBA controllers

Shows WBA controller information

Configure WBA controller network settings

Reset WBA controller

Download new configuration to WBA controller
Automatically retrieves WBA configurations from internet



4 User interface

e —=w==— Program Toolbar
™ = <4+ @
Version: V6.03a (C). PCC1044:V1.02a () WBA Controller IISt
Version is up to date
P Address:  10.165.178.87 \ - . .
WA A 04090 3 AC05 T—WBA device information

» = Configuration tabs

Enable DHCP: [V

1P Address 10.165.178.67

Network mask: 255 265,266.0 - Status |nf0rmat|0n

Defaut Gateway: 10.165.178.1

Local flename = C:\Users'wh dk \AppData\ Local Temp\tmp5IC2tmp  Remote fiename
Cornecting to remote FieldServer 10.165.178.87

RUINET \1.15cE FieldServer VB 03aC Protocol:V418 RUItimeout= 200
Preparing to Upload ffs_icp.inilto [C.\Users\iwh.dk'AppData' Lo
Uploading offset 0 Transfer complete

p\tmp50C2tmp]

Local filename = C:\Users'jwh dk\App)
onnecting to remote FieldServer 10. 7887

RUINET:V1.19cB FieldServer:V6.03aC Protocol V418 RUI timeout= 2000 ms

Prepanngto Upload [wba in]to [C:\Users\wh dkc\AppData’Local\Temp'tmp5533 mp]

Uploading offset 0 Transfer complete

e\ Temp\imp55934mp Remote filename =wba.ni

The user interface is divided into 5
parts each showing different
information.

No connection to Internet - using local data. (click for details)

5 Example of use

The example demonstrates how to use the program.
When the program is started it will check for new WBA configurations on the Internet.

5.1 Discover WBA controllers

The program scans continously the network for WBA controllers. A list of WBA controllers is shown
in the left panel.

If a WBA controller stops answering discovering requests it is removed from the list.

If a new WBA controller is found it is added to the list.

Select a WBA controller by clicking it and the right panel will show detailed information.

The colour of the Name and Version shows if the WBA controller has the latest firmware.

5.2 Changing IP settings

Select the IP Settings tab:

P Selings | Devio Udae Change the IP Settings and press . to download the new settings.
il I The communication is shown in the lower window.

Endl DHCF If the download is successful a popup message is shown:

P Addhess 10.165.178.62 New configuration downloaded successfully =

Network mask: | 255.255.255.0 _
, Device has now received new configuration. Reset device to sctivate
new configuration?
Default Gateway: 10.165.178.1 =

Local flename = C.\Documents and 5 ettings\bij exttLokale ir —
Connecting ta remote FisldServer 10165.178.82 No

RUINET 41,1644 FieldServer¥5 22a4 Fratacal 416 RUI fin
Preparing to Upload [fs_tep.ni] ta [€\Documents and Setting

i st et ol .| 'F“Yes”is pressed the WBA controller is reset. It will disappear from the
device list until it is discovered again.
The WBA controller must be reset or power cycled for the new settings to

take effect.



5.2.1 DHCP

All controllers on an IP network must have unique IP addresses. A device may be configured to
have a static IP address or to get its IP Address from a DHCP Server. The WBA controllers are by
default configured to use a DHCP Server.

5.2.1.1 WBA controllers on a DHCP network

Connect the WBA controller to the network. During power on it will receive an IP address from the
DHCP server.

The DHCP server may be configured to bind MAC addresses to IP addresses (static allocation). In
this case a WBA controller will always have the same IP address.

If the WBA controller previously has been configured not to use DHCP:

e Connect the WBA controller to the WBA Configuration Tool PC’s network card either using
a switch or a cross over patch cable.
e Change the network cards IP Settings on the PC to use static IP address.
e Assign an IP address to the PC different from the WBA device but with the same subnet.
Example:
o WBA controller:
= |P address: 192.168.1.50
= Gateway: 192.168.1.1
= Mask: 255.255.255.0
o Change the PC’s IP Settings to:
= |P address to: 192.168.1.2
=  Gateway: 192.168.1.1
= Mask: 255.255.255.0
Run the WBA Configuration Tool and discover the WBA controller.
Change the IP Settings.
Download the new settings.
Power off the WBA controller and connect it to the target network.

5.2.1.2 WBA controllers on a network without DHCP

Both the WBA device and the PC running the WBA Configuration Tool must first be connected to a
DHCP network:
¢ Run the WBA Configuration Tool and discover the WBA controller.
e Change the IP Settings (be careful and write the new settings down. It may be difficult later
on to make changes).
Download the new settings.
e Power off the WBA controller and connect it to the target network.

5.3 Reset WBA controller

Press .« to reset WBA controller.
Note that the controller will disappear from the controller list until it is discovered again after a
while.

5.4 Read IP Settings

Press 2. to read the IP Settings.
Note that the IP settings are automatically read when a controller is selected in the left panel.



5.5 Update Device with new configuration and firmware

Select the Device Update tab:
[ Setings | Device Upasiz |

BACnet

IP Object_Idertifir offset: 0 MSTW Select the new version in the Version combo box.

Version: Label: 111111 FAW: 2.4}19{‘5‘&: 1.006J

Descrot The description for the version is shown in the
Escnption:  FAN: Fxed broken BACnet MSTE, Tonality . B .
FAW: Fixed potential problem aﬁm Descnptlon window.
CSV: Incremented version to reflect version in “applic

Press i to download.

The WBA communication is shown in the lower window.
During the update a wait cursor is show.

If the download is successful a popup message is
shown:

Mew configuration downloaded successfully

@@ Device has now received new configuration. Reset device to activate
W' new configuration?

If “Yes” is pressed the WBA device is reset. It will disappear from the device list until it is
discovered again.
The WBA device must be reset or power cycled for the new settings to take effect.

NOTE: If the update fails, it could help to reset or power cycle the WBA controller and repeat the
update.

5.6 BACnet settings

Normally the BACnet device object’s Object_ldentifier property value is set directly by the DIP-
switch on the WBA board (1 - 254).

If needed the device object’s Object_ldentifier property can be offset. The offset on IP and MSTP is
set independently.

Actual Object_Identifier = DIPswitch setting + Offset

[ 1P Settings | evice Updae |

BACnet
|IP Object_|dentffier offset: 0 MSTP Object_ldentfier offset: 0 UDF port: 47808

The BACnet IP UDP port number can also be set. The BACnet community has registered a range
of 16 UDP port numbers as 47808 through 47823. The default port number is 47808.

To download the settings press - in the “Device Update” tab.

The Object_ldentifier ranges from 1 — 4194303.

In BACnet IP, the MAC address is the four-byte IP address followed by the two-byte UDP port
number.



In BACnet MSTP, the MAC address is set by the DIP-switch and ranges from 1 - 254. Devices with
MAC addresses from 1 - 127 are master devices, and one from 128 - 254 are slave devices. Only
master devices can be auto-discovered and are allowed to pass the token. Slave devices need to
be polled specifically.

5.7 Program settings

Press = to change the program settings:
3 Setup I. == |ﬁl
Proogy settings
iUze intemet provgy server: “Proxy settings”
Progam settings: Enables and configures internet proxy.

“Automatically detect settings” will try to use the
system settings.

Proxytype: [ HTTP Else the type, ip address, port number of the

i internet proxy can be specified.
Server:
Port- o Also the proxy credentials can be specified.
Proogy Credentials:
the internet proxy
lgemame:
Force download of fimmware with same version “Force download of firmware with same version”

Enables downloading of firmware even if the

| Cancel | | oK | version information seems to be up to date.

5.8 Calculate MD5

Press £ to calculate the MD5 value for a file. This feature is used by system administrators to
maintain WBA controller firmware versions.



5.9 Copyrights and software version
Use the = button to show “About information”:

-

.
“F WBA Cenfiguration Tool [ﬂj

WBA Configuration Tool v indow

Version: 1.0.05 /ﬂastel'

Natural Ventilation

IP configuration and fimware update tool for WEA motor
controller modules.

Copyright © WindowMaster 2011-2012.

B WindowMaster is a registered trademark used under license
by WindowMaster Group.




6 Commissioning WBA controllers with DHCP enabled
without a DHCP server

From factory the DHCP is enabled in the WBA controller. If no DHCP server is present on the
network the WBA controller will revert to the IP address 192.168.1.24 that is factory configured.
Additionally the WBA controller will have an IP address of the following format: 169.254.X.X
(LINKLOCAL IP address space).

To commission a network with WBA devices connect a PC with a network card configured to use a
DHCP server. After about 30 seconds the network card will take an address in the LINKLOCAL IP
address space. This enables the PC to communicate with the WBA controllers.

The WBA controller will then appear in the WBA Configuration Tool and can be identified by the
MAC address.

The IP addresses can then be read and configured in the tool.

F WBA Configuration Tool =NRCN X
ERE= @
----- WindowMaster WEA11M v1.00bJ (10.165.178.87) Name: WindowMaster WEA11M v1.00bJ

Version: V6.03a (C), PCC1044:\1.02a (A4)

Version is up to date
IP Address: 10.165.178.87
MAC Address: 00-40:9D:3C-AC:05

Device Update

Enable DHCP:

IP Address: 10.165.178.87
Metwor mask:  255.255.255.0

Default Gateway: 10.165.178.1

Local filename = C:\Usersjwh.dk\AppData'Local’\ Temp'tmp50C2 tmp  Remote filename =fs_tcp ini
Connecting to remote FieldServer 10.165.178.87

RUINET:V1.15cE FieldServerV6.03aC Protocol:V418 RUI timeout= 2000 ms

Preparing to Upload fs_tcp.ini] to [C:\Users'jwh.dik\AppData"Local\ Temptmp50C2 tmp]

Uploading offset 0 Transfer complete

Local filename = C:'\Users'jwh.dk\AppData®. Local \Tempitmp5593tmp  Remote filename = wba ini
Connecting to remote FieldServer 10.165.178.87

RUINET-V1.13cB FieldServer:V6.03aC Protocol:V418 RUI timeout= 2000 ms

Preparing to Upload [wba ini] to [C:\Users'jwh dik\AppData‘Local' Temp“tmp5593 tmp]

Uploading offset 0 Transfer complete

Mo connection to Internet - using local data. (click for details)




7 WBA controller with unknown IP address

If the IP address of the WBA controller is unknown the connection to the controller could be
recovered by connection then controller directly with a cross over patch cable to a network card
using the automatic IP addressing feature in Windows. This feature enabled by configuring the
network card to use a DHCP server. After about 30 seconds the network card will take an address
of the following format: 169.254.X.X (LINKLOCAL IP address space). It is then possible to connect
to the WBA controller, which will have an address of a similar format.

The IP address can then be read and configured in the tool.

Alternative method
If the WBA controllers IP address is unknown it is hecessary to use a network analysis program
like Wireshark to discover the devices IP address:

e Connect the WBA controller to the WBA Configuration Tool PC’s network card either using
a switch or a cross over patch cable
¢ Change the network cards IP Settings on the PC to use static IP address
e Assign an IP address to the PC
o Example:
o Change the PC’s IP settings to:
» |P address to: 192.168.1.2
=  Gateway: 192.168.1.1
= Mask: 255.255.255.0
¢ Run Wireshark and connect it to the network card
¢ Power cycle the WBA controller
¢ When Wireshark has recorded network packages with protocol = BACnet-APDU the WBA
controllers IP address is found as the source address
¢ Change the network cards IP Settings to the WBA controllers network address. In the
example below: 11.165.178.1
¢ Run the WBA Configuration Tool and change the WBA controllers IP address and DHCP
settings

1) Capturing from Intel(R) PRO/1000 GT Desktop Adapter (Microsoft's Packet Scheduler) - Wireshark g@@

File Edt View Go Capture Analyze Statistics Telephony Tools Help
BuBee BEXZL AesoTe/EEacan &8 -
Filter: ~ Expression... Clear Apply
Mo, Time Source Source Part Dest. Part  Protocol
2 0.000890 feB0::240:9dff: (FF41:61F0 TICMPYE
3 0.001500 55 :1:ff41:61F9 ICMPYE
4 1.003172 feB0::240:0dffF ffo2::1 ICMPYVE
5 1.006513 Dpigiboar_41:61: Broadcast ARP
6 1.007271  0.0.0.0 224.0.5.128 IGMP
71.122842 pigiboar_41:61: Broadcast ARP
81.202824 Dpigiboar_41:61: Broadcast ARP
9 1.352828 Digiboar_41:61: Broadcast ARP
10 1.402829 pigiboar_41:61: Broadcast ARP
11 1.582832 Dpigiboar_41:61: Broadcast ARP
12 1.602819 Digiboar_41:61: Broadcast ARP
1z 1.802842 0.0.0.0 224.0.5.128 IGMP
14 1.852813 Digiboar_41:61: Broadcast ARP
15 2.006403 pigiboar_41:61: Broadcast ARP
16 2.416837  :: ffoz::2 ICMPYE
17 2.417324 feB0::240:9dff: ffoz2::1:ffa1:61F0 ICMPYE
18 2.420481 pigiboar_41:61: Broadcast ARP
19 2.420807 Dpigiboar_41:61: Broadcast ARP
20 4.420782 Digiboar_41:61: Broadcast ARP
21 6.420767 ffoz::2 ICMPYE
22 22.586067 11.165.178.82 47808 11.165.178. 255 47808 BACNEt -APDU
23 22.587021 11.165.17B8.82 47808 11.165.178.255 47808 BACnEt -APDU
24 22.587968 11.165.178.82 47808 11.165.178.255 47808 BACNET -APDU
25 22.589014 11.165.178.82 47808 11.165.178. 255 47808 BACNEt -APDU
26 32.640780 11.165.178.82 47808 11.165.178.255 47808 BACNnET -APDU
27 32.641795 11.165.178.82 47808 11.165.178.255 47808 BACNET -APDU
28 32.642757 11.165.178.82 47808 11.165.178. 255 47808 BACNEt -APDU
20 32.643726 11.165.178.82 47808 11.165.178.255 47808 BACNnET -APDU
30 42.648486 11.165.178.82 47808 11.165.178.255 47808 BACNET -APDU A
>
# Frame 1: 62 bvtes on wire (496 hits). &2 bvtes caotured (496 bits) 3
>
0000 33 33 00 00 00 02 00 40 Od 41 &1 f9 86 dd 60 00
0010 00 00 Q0 08 3a ff 00 00 00 00 00 Q0 00 00 Q0 00
0020 00 00 00 00 00 00 £f 02 00 00 00 00 00 00 0O QO
0030 00 00 00 00 00 02 85 00 7h b8 00 00 00 00
(O Intel(R) PROJ1000 GT Deskkop Adapter (Microso... | Packets: 37 Displayed: 37 Marked: 0 Profile: Default

Network traffic monitoring example.



